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Based on only DDH-like assumptions
(even for PRE-CPA security)
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As,χ or U
for random s

As,χ

1. a←ℤq
n, x←χ

2. p=<a,s>+x
3. Output (a,p)

U
1. a←ℤq

n,
2. u←ℤq

3. Output (a,u)



LWEq,χ Assumption
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As,χ

1. a←ℤq
n, x←χ

2. p=<a,s>+x
3. Output (a,p)

U
1. a←ℤq

n,
2. u←ℤq

3. Output (a,u)

≡c



LWE-based SKE
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As,χ

1. a←ℤq
n, x←χ

2. p=<a,s>+x
3. Output (a,p)

U
1. a←ℤq

n,
2. u←ℤq

3. Output (a,u)

≡c

a← ℤq
n, x←χ,

b=<a,s>+x+μq/2
d=b - <a,s>=x+μq/2
μ=0 if |d|<q/4

(a,b) μ∊{0,1}



LWE-based SKE ― linearity
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(a,b)

a← ℤq
n, x←χ,

b=<a,s>+x+μq/2
d=b - <a,s>=x+μq/2
μ=0 if |d|<q/4

(a1,b1) (a2,b2) (a3,b3)+ ∼
μ1 + =μ2 μ1+μ2

μ∊{0,1}

(a1,b1)=(a1,<a1,s>+x1+μ1q/2)
(a2,b2)=(a2,<a2,s>+x2+μ2q/2)

(a3,b3) =(a1+a2,<a1+a2,s>+x1+x2+(μ1+μ2)q/2)



LWE-based PKE
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a← ℤq
n, x←χ,

b=<a,s>+x+μq/2
d=b - <a,s>=x+μq/2
μ=0 if |d|<q/4

(a,b) μ∊{0,1}

Ciphertexts of 0
pi = <ai,s>+xi
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LWE-based PKE
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r←{0,1}m, a=Σi riai,
b=μq/2+Σi ripi

d=b-<a,s>=μq/2+Σirixi,
μ=0 if |d|<q/4

(a,b) μ∊{0,1}

p1)
p2)
p3)
…
pm)

(a1

(a2

(a3

…
(am

Ciphertexts of 0
pi = <ai,s>+xi
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d=b’-<a,sC>
μ=0 if |d|<q/4

(a,b)

LWE-based PKE ― Towards PRE
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(a,b’)

d=b-<a,sB>
μ=0 if |d|<q/4



d=b’-<a,sC>=b-<a,sB>
μ=0 if |d|<q/4

(a,b)

LWE-based PRE

16

(a,b’)

d=b-<a,sB>
μ=0 if |d|<q/4

b’ = b - <a,sB - sC>
=b-<a,sB>+<a,sC>

= sB - sC



Open Problems
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 Improvements

 IND-PRE-CCA2, key anonymity, obfuscation, …

 efficient PRE (based on ideal lattices)

 unidirectional PRE

Gentry’s homomorphic one achieved

 Other constructions

 from “Dual” PKE and IBE [GPV08]

 from Peikert-KEM [Pei09]


