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Shortest Vector Problem (SVPy)
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Importance of lattice problems
SVPy

(Seems) hard

A Comapct Signature Scheme Based on Ideal Lattices

Keita Xagawa/Keisuke Tanaka (Tokyo Tech) AVVAG AT



12

Agenda

0 Signature schemes
0 Lattice problems

o The GPV signature scheme
o Lattice-based hash functions
o Ajtai’s algorithm
0 Our scheme
O Ideal-lattice-based hash functions
o Our algorithm

0 Comparison GPV and ours

A Comapct Signature Scheme Based on Ideal Lattices

Keita Xagawa/Keisuke Tanaka (Tokyo Tech) AAAC 2008



The GPV signature scheme [GPVo8]

Gentry

| “* Sig. scheme based on
Peikert

lattice
vaikuntanathan

A Comapct Signature Scheme Based on Ideal Lattices

Keita Xagawa/Keisuke Tanaka (Tokyo Tech) AVVAG AT



14

GPV sig. >

- CRHFs with trapdoors

h vk

A Comapct Signature Scheme Based on Ideal Lattices
Keita Xagawa/Keisuke Tanaka (Tokyo Tech)

AAAC 2008



15

GPV sig. €

- CRHFs with trapdoors
h-l sk

A Comapct Signature Scheme Based on Ideal Lattices
Keita Xagawa/Keisuke Tanaka (Tokyo Tech)

AAAC 2008



GPV sig. —Overview
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Trapdoor [Agg, GPVo8]
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Problem in GPV sig.
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Our goal
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ldeal-lattice-based CRHFs [LMo6]
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ldeal-lattice-based CRHFs [LMo6]
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Our algorithm
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Our algorithm
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