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NTRU

Ã Hoffstein, Pipher, Silverman (ANTS 1998)

Ä ṇ

Ä ךּ

Ä40
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NTRU

Ã NTRU ךּ

ÄR={(pk, sk)}

ÄR={((pk, c),(m, r)) : E(pk, m, r) = c}

Ã RSA DL טּ

ÄEx: R={(y, x): y = gx}

Ã טּ
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Ã NTRU ךּ

ÄR={(pk, sk)}

ÄR={((pk, c),(m, r))}

Ã ךּ

Ã נּ
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NTRU #1

Ã

Ä * :ᴚɍɻɎȾɉɻn-1)

ÄB (d) = {1ּצd n-dצ0ּ , }

Ã

Ä fњB (d), gњB (d)

Äpk: h = f-1* g mod q

Äsk: f
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NTRU #2

Ã

Äm Bɸ (d), rњB (d)

Äc = p*h* r + m mod q

Ã

Äaȭ њ f* c

Äaњ p*g* r + f* m over ᴚ

Ämњ Fp* a mod p, where Fp* f = 1 mod p
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NTRU

Ã

Ä f Bɸ (d), g Bɸ (d)

Äh = f-1* g mod q

Ã

Äm Bɸ (d), r Bɸ (d)

Äc = p*h* r + m mod q
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Stern [Ste96]

a=(a1, a2, a3)

c

z

z = Ax mod q
x {ɸ0,1}m

wH(x)=w

A ᴚɸq
núm

z ᴚɸq
n
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Random/Masked/Permuted

a1 #ÏÍɉʌȟAs)
a2 #ÏÍɉʌɉs))

a3 #ÏÍɉʌɉx+s))

z Res(c,A,x,s,ʌ)

1/0 V(A,z,a,c,z)

c {0,1,2}

ʌ Sm, s ᴚq
m

a=(a1, a2, a3)

c

z

z = Ax mod q
x {ɸ0,1}m

wH(x)=w
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Random/Masked/Permuted

a1 Com(ʌȟAs)
a2 #ÏÍɉʌɉs))

a3 #ÏÍɉʌɉx+s))

z0 (ʌȟs)

#ÈÅÃË ȰÒÁÎÄÏÍȱ

c {0,1,2}

ʌ Sm, s ᴚq
m

a=(a1, a2, a3)

0

z0

z = Ax mod q
x {ɸ0,1}m

wH(x)=w
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Random/Masked/Permuted

a1 Com(ʌȟAs)
a2 #ÏÍɉʌɉs))

a3 #ÏÍɉʌɉx+s))

z1 (ʌȟx+s)

#ÈÅÃË ȰÍÁÓËÅÄȱ

c {0,1,2}

ʌ Sm, s ᴚq
m

a=(a1, a2, a3)

1

z1

z = Ax mod q
x {ɸ0,1}m

wH(x)=w

11



Random/Masked/Permuted

a1 Com(ʌȟAs)
a2 #ÏÍɉʌɉs))

a3 #ÏÍɉʌɉx+s))

z2 (ʌɉsɊȟ ʌɉx+s))

#ÈÅÃË ȰÐÅÒÍÕÔÅÄȱ

c {0,1,2}

ʌ Sm, s ᴚq
m

a=(a1, a2, a3)

2

z2

z = Ax mod q
x {ɸ0,1}m

wH(x)=w
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Random/Masked/Permuted

a1 Com(ʌȟAs)
a2 #ÏÍɉʌɉs))

a3 #ÏÍɉʌɉx+s))

z2 (ʌɉsɊȟ ʌɉx+s))

#ÈÅÃË ȰÐÅÒÍÕÔÅÄȱ

c {0,1,2}

ʌ Sm, s ᴚq
m

a=(a1, a2, a3)

2

z2

ʌɉx+s) - ʌɉs)
Ђ ʌɉs) ?ɸ {0,1}m

z = Ax mod q
x {ɸ0,1}m

wH(x)=w
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NTRU Stern

Ã R={ (h, (f,g)):

f Bɸ (d), g Bɸ (d), h = f-1* g mod q}

Ã R={ ((h,c), (m,r)):

m Bɸ (d), r Bɸ (d), c = p*h* r + m mod q}

z = Ax mod q
x {ɸ0,1}m

wH(x)=w
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NTRU ZK

ᴚɍɻɎȾɉɻ4-1)

xɉɻɊ Ђ ΧϽɻϽɻ3

yɉɻɊ Ђ ɻϽΨɻ2

x* y Ђ ΩϽΨɻϽɻ2Ͻɻ3

C4(ᴚ)

y

0
1
2
0

=

Rot(x)

1  1  0  1
1  1  1  0
0  1  1  1
1  0  1  1

=

Rot(x) y =

3
2
1
1
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#1-1

Ã A=[Rot(a) Rot(b)] ︣

Ã z = A (x, y) = Rot(a)x + Rot(b)y

= a* x + b* y mod q

z = Ax mod q
x {ɸ0,1}m

wH(x)=w
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#1-2

Ã

ÄA = [Rot(h) Rot(-1)]

Äh = f-1* g mod q Ҝ 0 = h* f + (-1)*g mod q

Ã

ÄA = [Rot(p*h) Rot(1)]

Äc = (p*h)* r + 1*m mod q
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#1

z = a* x+b*y mod q
(x,y) ɸ {0,1}2n

wH(x,y) = w

Ã

Ä0=h* f-g mod q, f Bɸ (d), g Bɸ (d)

Ã

Äc=p*h* r+m mod q, m Bɸ (d), r Bɸ (d)
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a=(a1, a2, a3)

c

z

#2

1/0 V(A,z,a,c,z)

c {0,1,2}

z = a* x+b*y mod q
(x,y) ɸ {0,1}2n

wH(x,y)=2d

ʌ S2n, (s,t) ᴚq
2n

a1 Com(ʌȟa* s+b* t)
a2 #ÏÍɉʌɉs,t))

a3 #ÏÍɉʌɉx+s,y+t))

z Res(c,a,b,x,y,s,t ,ʌ)
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#2

1/0 6ȭɉA,z,a,c,z)

c {0,1,2}

a=(a1, a2, a3)

c

z

z = a* x+b*y mod q
(x,y) ɸ {0,1}2n

wH(x)=d,wH(y)=d

(ʌsȟʌt) Sn
2, (s,t) ᴚq

2n

a1 Com(ʌsȟʌt,a* s+b* t)
a2 Com(ʌs(s),ʌt(t))

a3 Com(ʌs(x+s),ʌt(y+t))

z Res(c,a,b,x,y,s,t ,ʌsȟʌt)

[KTX08]
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