
₀ ∂ ╒ ₰ ‗   ‍
‚ – ΅ ―

║



⁵

Ã

Ã

Ä ” /

Ã ‗ ⅞ № ₮ ≈
Ä average-case/worst-caseconnection

Ã ῷ ⁸ ⁯ ‚

Ä

Ä





‗

Ã ”

Ã ‖ ‾   ΅ ‗ ⁸ ⁵ ― ΅ ⁴

Ä „ ₀ ῲ ‗ ῾ ⁴

Ã ₀ Ὸ ⁮ ‖ Ὼ ⁴
Ä average-case/worst-caseconnection
Â a/w‗  

Ä ” a/w
Âcf: DLP” randomselfreducibility(RSR)
Â G₀   ⁴ ‗ RSRΌ Ῥ ⁴



Ã 1800-
Ä Lagrange,Gauss,Hermite, Minkowskiȟȣ

Ã [Lenstra-Lenstra-LovaszȬήΨɎ
Ä LLL₈ ⌂ ₫ ≥ ₱ √ ( 2n)

Ã [Ajtai ȬίάɎ
Ä a/w ” ”

Ã [Ajtai-DworkȬίέɎ
Ä a/w ”

Ã [Ajtai ȬίήɎ
Ä l2norm‖ ” SVP” NP (‍ ‎   ≤ └ ⃰ √ )



₯ ∩ └ ⌂

Ã ” ‗ ​ ”

Ä ‚ ⁸ ⁵ ⁴   ‗ Ό ΅
Â⅓ № ↨ € № ₦ , RSA , etc.

Ã (a/w )
Ä ,
ÂGGH,NTRU,etc

Ã (a/w )
Ä ⅞ № ₮ ≈ ,
ÂAD , Regev , etc

Ã ”





”

Ã ’
Ä L :=Rm ”

Ã ’
Ä B=[b1,...,bn]” ”

Ä L(B) :={Д iɻ ibi | ɻ iѸ Z, for all i}
Ä 1– ” ‚   ― ῃ ’ Ό Ῥ ⁴

Â ” ” ‚ – ΅ ―

Ã

Ä P(B)={Д iɻ ibi | ΦЅЂɻ i<1for all i}



0

b2b1

b2ȭ

b1ȭ

b1ȭȭ

b2ȭȭ



Ã det(L)
Ä ” ”

Ä BΌ L” ‖ Ῥ ⁴ ‗ Ὼ

det(L)=abs(det(B))=vol(P(B))

Ã ʇ1(L)
Ä ∂ ₦ ⅍ ⌂ ”  

Ä ʇ1(L)Ӗ (n/ʌÅ)1/2(det(L))1/n [Minkowski]

Ä „ ‚ ῲ



r

- ÉÎËÏ× ÓËÉȭÓLemma

vol(P(2B))=2nvol(P(B))

vol(P(B))

vol(B(r))=rnʌn/2ɜɉÎȾΨϽΧɊ
<vol(P(2B))=2ndet(L(B))

ʇ1(L)Ӗ ||v1-v2||Ӗ r
Ӗ (2/ЏʌɊɜɉÎȾΨϽΧɊ1/ndet(L)1/n

Ђɡ ɉЏn)(det(L))1/n

2v1

2v1+x
=2v2+y

2v2

(y-x)/2=v1-v2Ѹ B(r)ҙ L

Ό   ‍ ‗ Ὼ
Қ vѸ L(2B)v+B(r)
Ӳ Қ vѸ L(2B)v+P(2B))=Rn



SVP(ShortestVectorProblem)

2b1-3b2

b2

b1

0

SVPɾ:
GivenabasisB of a lattice L,
find anon-zerovectorv in L

s.t. ||v||Ӗ ɾʇ1(L)



GapSVPɾ

Ã SVPɾ”
Ã Input:B, d
Ã Output: YESor NO
Ä YES:ѳ non-zerovectorvѸ L(B) s.t. ||v||Ӗ d
Ä NO:Ѱ non-zerovectorvѸ L(B), ||v||>ɾÄ



GapSVPɾ”

ɾ

NPҙ coNP PNPҙ coAMNP-comp

1+1/nc Џ2 c Џn/logn Џn ɉΧϽʀɊn 2n/21+1/2nc

[Ajtai ȬίάɎ

[Cai-NerurkarȬίάɎ

[MicciancioȬίήɎ

[Khot 2004]

[Goldreich-Goldwasser2000]

[Aharonov-Regev2004]

[SchnorrȬήάɎ

[Lenstra-Lenstra-LovaszȬήΨɎ



​ ”

Ã

Ä L* ={yѸ Rn| for all x in L, <x,y>Ѹ Z}
Ä L” Ό B=[b1ȟȣ ȟbn]” ‗ Ὼ L*” „ t(B-1)
Ä del(L* )=1/det(L)

Ã

Ä lsp(b1,...,bn)={Д iɻ ibi | ɻ iѸ Rfor all i}



‗ ⅞ № ₮ ≈



‗ ⅞ № ₮ ≈

Ã General
Ä [Ajtai ȬίάɎ(OWFs)
Ä [GGHȬίάɎ(CRHFs)
Ä [Cai-NerurkerȬίέɎ(CRHFs)
Ä [Micciancio2002](CRHFs)
Ä [Micciancio-Regev2004](CRHFs)

Ã Cyclicor IdealLattice
Ä [Micciancio2002](OWFs)
Ä [Lybashevsky-Micciancio2006](CRHFs)
Ä [Peikert-Rosen2006](CRHFs)



⅞ № ₮ ≈

Ã H(q,m) ={hA:{0,1}mЗ Zq
n | AѸ Zq

nÖ m}
Ä hA(x) =Ax mod q, m>nlog q
Ä A=[a1,...,am]‗ ῼ ‗

Ä hA(x)=ɫØiai mod q
Ä ₪ ₰ ⅍ : Zq ‖ ”   ₀ nm

Ã cf: ɤɉA)={xѸ Zm | Ax=0 mod q}
Ä Ὸ – З ɤɉA)„



⅞ № ₮ ≈ ‗

Ã F „ H(q,m)” ₀ ⁴

Ä Pr[AЕ RZq
nÖ m;(x,xȭɊЕ F (1n,A): Col(x,xȭɊЂÙÅÓɎӗ n-c

Ã F „ (x,xȭɊ₀   ⁴ (Ax=Axȭmod q)
Ä x-ØȭѸ {-1,0,1}m-0”   „ Џm
Ä ɤɉA)”   Џm ” ∂ ₦ ⅍ ⌂ ₀ ‖ Ὼ ⁴

Ã : ” ₀ ῼ ”

Ä ‘ ₁ ’ ?



Ã : ʇn(L)
Ä ʇ1(L)”
Ä ʇn(L)=min{v1ȟȣ ȟvnѸ L, } maxi ||vi||

Ã ʇi(L) : successiveminima[Minkowski]
Ä ʇi(L)=min{r: dim(lsp(Lҙ B(r)))ӗ i}



SIVP(ShortestIndependentVectorsProblem)

b2

b1

0

bȭ1

bȭ2

SIVPɾ:
GivenabasisB of a lattice L,

find independentvectorsv1ȟȣ ȟvn
s.t. maxi||vi||Ӗ ɾʇn(L)



IncrementalSIVP(IncSIVPɾ)

Ã IncSIVPɾ
Ä : B, ’ ∂ ₦ ⅍ ⌂ ” S=(s1ȟȣ ȟsn)Ӳ L(B)
Â ||S|| >ɾʇn(L(B))

Ä :SȭӲ L(B)
Â ||SȭȿȿӖ ||S||/2
ÂSȭЂɉsȭ1,...,sȭn)„

Ã IncSIVPɾΌ ῾ ⁴ З SIVPɾΌ ῾ ⁴

Ã F ₀ ‒ ― IncSIVPɾ₀ ῼ



[Ajtai ȬίάɎ



[Ajtai ȬίάɎ”

Ã : F₀ ‒ ― IncSIVPɾ₀ ῼ

Ã F ₀ ῲ ‚ „ ?
Ä B‗ ∂ ₦ ⅍ ⌂ ” S₀ ‒ ― ,

A=[a1ȟȣ ȟam]Ѹ Zq
nÖ m₀   ⁴

Ä F„ Az=0 mod q‗ ’ ⁴ zѸ {-1,0,1}m-{0}₀
Ä B,S,A,zῸ ⁮ ||s||Ӗ ||S||/2‗ ’ ⁴ sѸ L(B)₀   ⁴

Ân ⁯   ― SȭЂɉsȭ1,...,sȭn)₀ ⁴

Â sȭi„ ​ ⁵ ’ ⁯ ” ‖ ‖ Ῥ ⁴   ‗ „ Ω ₦ ⅔

₢ ⌂ ’ ” ‖



SamplingAlgorithm S

Ã Pseudo-CubeQ”

Ã Pseudo-CubeQ”

Ã € └ ↨ ≥ └ ₧
Ä Q ” ” vi₀ € └ ↨ ≥ └ ₧

Ä ‚ — ΅ ― ai₀



SamplingAlgorithm S

0

Me1

Me2

Q

(0,0) (0,1) (0,2)

(1,0) (1,1) (1,2)

(2,0) (2,1) (2,2)

1.S‖ ₀ ⁴
2. M=nɿ||S||
3.Q₀ ⁴
4. Q₀ qn ‚   ⁴

l2

l1



SamplingAlgorithm S

0

Ql1

l2

r

k

1 ȭ(0,0) 1 ȭ(0,1) 1 ȭ(0,2)

1 ȭ(1,1) 1 ȭ(1,2)1 ȭ(1,0)

1 ȭ(2,0) 1 ȭ(2,1) 1 ȭ(2,2)

1.Qҙ L(B)” v₀ ≤ └ ⃰ √ ‚ ⁴
2. v=k+r‗   ⁴
3.kῸ ⁮ a₀ ‼ ⁴
4.    ‖ , k=Д i(ai/q)li

v
a=t(1,0)



SamplingAlgorithm S

Ã Pseudo-CubeQ”
Ä Q={Д ixili | 0<=xi<1}(li„ Mei‚ ΅ )

Ã Pseudo-Cube”
Ä Q₀ qn ” 1 ȭ‚

Ã € └ ↨ ≥ └ ₧
Ä Qҙ L(B)” v₀ € └ ↨ ≥ └ ₧
Ä v=k+r‗   ⁴ (k„ 1 ȭa” , rѸ 1 ȭ0)
Ä a₀

Ã − ₐ └ ⅍
Ä 1 ȭ‚ ‒ ― ΅ ⁴ ” „  
Ä k=Д i(ai/q)li
Ä r„ ΅ ||r||=(1/q)maxi||li||=O((1/q)MЏn)



IncSIVPɾ₀ ῼ

Ã S₀ m ‒ ― , A=[a1ȟȣ ȟam]₀ ⁴

Ä vi=ki+ri, ki=Д j(a(i,j)/q)lj
Ã (x,xȭɊЂF (1n,A)‗   , z=x-xȭ‗   ⁴

Ä Az=0 mod q

Ã s=Д iziri

IncSIVPɾ
Input:B, S (s.t. ||S||ӗ ɾ ʇn(L(B))

Output: sѸ L(B) s.t. ||s||Ӗ ||S||/2



IncSIVPɾ₀ ῼ (sѸ L(B))

Ã sѸ L(B)?

Ã s=Д iziri =Д izivi-Д iziki

Ä cf: vi=ki+ri, ki=Д j(a(i,j)/q)lj
Ã Д izivi, Д izikiѸ L(B)
Ä viѸ L(B)
Ä Az=0 mod q⁭ ⁯ Д iziai=0 mod q
Ä ⁭ ‒ ― ɫ izikiѸ L(B)

IncSIVPɾ
Input:B, S (s.t. ||S||ӗ ɾ ʇn(L(B))

Output: sѸ L(B) s.t. ||s||Ӗ ||S||/2

: ɫ izikiѸ L(B)‚ – ΅ ―

Â liѸ L(S)Ӷ L(B)
Â for all j, ɫ izia(i,j)=0mod q

Č for all j, ɫ izia(i,j)/qѸ Z
Â ɫ izikiЂɫ iziɉɫ j(a(i,j)/q)lj

Č Ђɫ jɉɫ izia(i,j)/q)ljѸ L(B)



IncSIVPɾ₀ ῼ (||s||” )

Ã ||s||Ӗ ||S||/2?

Ã s=Д iziri =Д izivi-Д iziki

Ä cf: vi=ki+ri, ki=Д j(a(i,j)/q)lj
Ã ziѸ {-1,0,1}‗ ||ri||=O((1/q)MЏn)⁭ ⁯

||s||Ӗ m O((1/q) nɿϽΦȢΫ||S||)

Ã ⁭ ‒ ― , mnɿϽΦȢΫ/q=1/2‗   ⁵ ‟ ῾ ⁴

IncSIVPɾ
Input:B, S (s.t. ||S||ӗ ɾ ʇn(L(B))

Output: sѸ L(B) s.t. ||s||Ӗ ||S||/2

:
Â M=nɿ||S||

Â riѸ 1 ȭ0‖ 1 ȭ” „ O(M/q)



/

Ã ₀ ⁭ ῼ   ‍ ΅
Č ɿΌ ‚ ΅ ― ῼ ⁴

ČM₀   ῼ   ⁴ Ό Ῥ ⁴ (M=nɿ||S||)

Ã ri₀ ῼ   ‍ ΅

Č 1 ȭ₀   ῼ   ‍ ΅

ČM₀   ῼ   ⁴ Ό Ῥ ⁴

Ã aiΌ (‰ ′ ) ‖ Ῥ ⁴ ‍ ‼ ‚ „

Č 1 ȭ‚ ‴ ⁵ ⁴ ” Ό  

ČM₀ Ὼ ῼ   ⁴ Ό Ῥ ⁴





[Micciancio-Regev2004]



‗ ⅞ № ₮ ≈ - MR04

Ã [Micciancio-Regev2004]
Ä [Ajtai ȬίάȟGGHȬίάȟCai-NerurkarȬίέȟMicciancio

2002]‗ „ ― ΅ ⁴

Ä ‴ ‖ ”
Âv₀ Q ‚   ⁴ ‍ ‼ ‚ „ , M₀ Ὼ ῼ

ÂQ” ” € ₐ ₱ MΌ ‚

Ä

Â IncSIVP‖ „ ’ ῼ IncGDD‚
ÂQ” ⁯ ‗ SamplingAlgorithm S” ₀

Ân ₣ ₒ ₰ ‗ ↔ ╒ ≥ ₔ ₀ ‒ ―

Â Ό O~(n)” SIVP∂ ╒ ₰



₣ ₒ ₰

Ã ʍs,c(x)=exp(-ʌȿȿɉx-c)/s||2)
Ä ЎxѸ Rnʍs,c(x)dx=sn

Ã ʉs,c(x)=ʍs,c(x)/sn

Ä ЎxѸ Rnʉs,c(x)dx=1

Ã Ѱ xѸ L, DL,s,c(x)=ʉs,c(x)/ʉs,c(L)=ʍs,c(x)/ʍs,c(L)
Ä ‚   ‍ n ₣ ₒ ₰

Ã

Ä ʍsЗ FTsnʍ1/s

Ä ʍs,c(L)Ӗ ʍs(L)
Ä ʍɉ,-B(cЏn))<2-nʍɉ,Ɋ

Ã ‾ ‗ ‾ ‗ [BanasyzyckȬίΩɎ‖ ⁸ ⁵ ― ΅ ‍
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f(2,x,y)
f(2,x,y)DL,2

: ” ‏

Â ₣ ₒ ₰ ” ₀ ‒ ―
΅ ​ ῲ

Â s” € ₐ ₱ Ό   ΅ ‗ ₣ ₒ ₰

” ₀ ‍ ’   ​ ῲ
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 0.1
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 0.2

 0.25
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f(3,x,y)
f(3,x,y)DL,3



SmoothingParameter

Ã ʂʀ(L):=min{s:ʍ1/s(L* -{0})Ӗ ʀɒ
Ã sӗ ʂʀ(L(B))’ ⁮ ‟

ɝɉʉs,c mod P(B), U(P(B)))Ӗ ʀȾΨ

Ã

Ä ʀЂΨ-n’ ⁮ ‟ , ʂʀ(L)Ӗ ɉΧȾʇ1(L* )) Џn
Ä ʂʀ(L)Ӗ ʇnɉ,Ɋ/ ɉÌÏÇɉÎɉΧϽΧȾʀɊɊɊ



IncGDDʒɾȟÇ

Ã Input:B, S, t , ÒІɾɉÎɊʒ ɉ,ɉB))
Ã Output: sѸ L(B) s.t. ||s-t ||Ӗ (||S||/g)+r

Ã ʂʀ„ ʇn‗ Ό Ῥ ⁴ ” ‖ IncGDDɾȟÇʂʀ‖ ‾ OK
Ä : ʂʀ(L)Ӗ ʇnɉ,Ɋ/ ɉÌÏÇɉÎɉΧϽΧȾʀɊɊɊ



SIVPΌ ῾ ⁴ Ὸ ?

Ã IncGDDɾȟήʇÎΌ ῾ ⁴ ‗ SIVPήɾΌ ῾ ⁴

Ä si=||S||‗ ’ ⁴ i₀  

Ä t₀ lsp(s1,...,si-1,si+1,...,sn)‗ ’   ||S||/2” ∂ ₦ ⅍

⌂ ‗   ⁴

Ä IncGDD‖ (B,S,t ,||S||/8)₀ ῼ З s₀ ⁴

Ä ||s-t ||Ӗ ||S||/8+||S||/8=||S||/4
Âs„ lsp(s1,...,si-1,si+1,...,sn)‚ ‴ ⁵ ’ ΅

Â ||s||Ӗ ||s-t ||+||t ||Ӗ 3||S||/4

Ä s₀ si‗ Ὼ ῴ ⁴

lsp(s1,...,si-1,si+1,...,sn)

t

si

s



SamplingAlgorithm S

Ã Pseudo-Cube”
Ä Q=P(S)‚ ’ ⁴ Ό − ₐ └ ⅍

Ã Pseudo-Cube”

Ã € └ ↨ ≥ └ ₧
Ä Q ” vi₀ € └ ↨ ≥ └ ₧

Âvi„ Q ” ‖ „ ’ ΅

Ä ‚ — ΅ ― ai₀



SamplingAlgorithm S

Ã Input:B,S,t ,s>ʂʀ(B)
Ã Output: aѸ Zq

n ( ‚ ῲ )
Ã : cѸ P(B) ( ‚ ῲ )‗ yѸ L(B)
Ã Algorithm - 1:
Ä lЕ ʉs,t

Ä c=-l mod P(B)
Âɝɉc,U(P(B)))Ӗ ʀȾΨ

Ä y=c+l
ÂyѸ L(B)Ὸ – y„ c+t‚ ΅

Ây~DL(B),s,c+t



t

SamplingAlgorithm S

0

l

c

1.t₀ ‚ ₣ ₒ ₰

2. l₀ ‫
3.c=-l mod P(B)
4. y=c+l

y



SamplingAlgorithm S

Ã Input:B,S,t ,s>ʂʀ(B)
Ã Output: aѸ Zq

n ( ‚ ῲ )
Ã : vѸ Q ( ‚ ῲ )
Ã Algorithm - 2:
Ä wѸ L(B)ҙ Q₀ ≤ └ ⃰ √ ‚ ‫

Ä v=c+w mod Q
Ä − ₐ └ ⅍ :v„ Q ‰ ′



0

SamplingAlgorithm S

s1

s2

1.wЕ RL(B)ҙ Q
2. cЕ RP(B)
3.v=w+c mod Q

w
c

v

Q



SamplingAlgorithm S

Ã Input:B,S,t ,s>ʂʀ(B)
Ã Output: aѸ Zq

n ( ‚ ῲ )
Ã Algorithm - 3:v₀ ‒ ― , a₀ ⁴

Ä a₀ vΌ ‒ ― ΅ ⁴ 1 ȭa” ₐ └ ℮ № ₦ ₰ ‗   ⁴

Ä v=rϽɫ i(ai/q)si

Ä rѸ 1 ȭ0Ὸ – ||r||Ӗ (1/q)||S||Џn



0

1 ȭ(0,0)
1 ȭ(0,1)

1 ȭ(1,2)

1 ȭ(2,0)
1 ȭ(2,1)

1 ȭ(2,2)

1 ȭ(1,0)
1 ȭ(1,1)

1 ȭ(1,2)

SamplingAlgorithm S

1.vѸ Q
2. v=k+r (rѸ 1 ȭ0)
3.kЂɫ i(ai/q)si

a=t(1,1)

s1

s2

Q

v

k

r



IncGDD₀ ῼ

Ã S₀ m ‒ ― , A=[a1ȟȣ ȟam]₀ ⁴

Ã z=F (1n,A)‗   ⁴ (Az=0 mod q, zѸ {-1,0,1}m-{0})
Ã xȡЂɫ izi(ci-viɊϽɫ iziɉɫ j(a(i,j)/q)sj)
Ã s:=x-ɫ iziyi

Ã   ‮ Ὼ   ‗
Ä sѸ L(B)
Ä ||s-t ||Ӗ (||S||/g)+r IncGDD

Input:B, S, t , ÒІɾɉÎɊʒ ɉ,ɉB))

Output: sѸ L(B) s.t. ||s-t ||Ӗ (||S||/g)+r



IncGDD₀ ῼ (sѸ L(B))

Ã sѸ L(B)?
Ä s=x-ɫ iziyi

Ã x=ɫ izi(ci-vi)+ɫ izi(ɫ j(a(i,j)/q)sj)Ѹ L(B)
Ä :
Â ci-vi=((ci+wi)-vi)-wi Ѹ L(B)
Â v=c+w mod Q, wѸ L(B)

Ä :
Â siѸ L(S)Ӷ L(B)
Â for anyj, ɫ izia(i,j)/qѸ Z ([Ajtai ȬίάɎ‗   )
Â ⁭ ‒ ― ɫ izi(ɫ j(a(i,j)/q)sj)Ѹ L(B)

Ã yiѸ L(B) IncGDD

Input:B, S, t , ÒІɾɉÎɊʒ ɉ,ɉB))

Output: sѸ L(B) s.t. ||s-t ||Ӗ (||S||/g)+r



IncGDD₀ ῼ (||s-t ||” )

Ã s=x-ɫ iziyi

Ã x=ɫ izi(ci-vi)+ɫ izi(ɫ j(a(i,j)/q)sj)
Ã ||x-ɫ izici||„   ΅

Ã ||(ci+t i)-yi||‾   ΅

Ä yi~DL,s,ci+t i

Ã ||sϽɫ izit i||Ӗ ||x-ɫ iziciȿȿϽȿȿɫ izi((ci+t i)-yi)||

Ã ‘   Ὸ ” t i=-t‗   ― ῷ ῼ IncGDD

Input:B, S, t , ÒІɾɉÎɊʒ ɉ,ɉB))

Output: sѸ L(B) s.t. ||s-t ||Ӗ (||S||/g)+r



IncGDD₀ ῼ (||s-t ||” )

Ã ||x-ɫ izici||Ӗ ||S||/g?

Ã ||x-ɫ izici||Ӗ (1/q)m||S||Џn
Ä =||ɫ izi(-viϽɫ j(a(i,j)/q)sj)||=||ɫ izi(-ri)||
Ä riѸ 1 ȭ0⁭ ⁯ ||ri||Ӗ (1/q)||S||Џn

Č (m/q)ЏnӖ 1/g‗   ⁴

IncGDD

Input:B, S, t , ÒІɾɉÎɊʒ ɉ,ɉB))

Output: sѸ L(B) s.t. ||s-t ||Ӗ (||S||/g)+r



IncGDD₀ ῼ (||s-t ||” )

Ã ȿȿɫ izi((ci+t i)-yi)||Ӗ r?

Ã yi~DL(B),s,ci+t i

Ã Exp[||(ci+t i)-yi||2]Ӗ O(s2n)
Ã %ØÐɍȿȿɫ izi((ci+t i)-yi)||2]Ӗ ||z||2s2n/6
Ä ÓЂΨÒȾɾІʂʀɉ,ɉB)), ||z||Ӗ Џm, ɾЂЏmn‗   ⁵ ‟

Ä ||z||2s2n/6Ӗ 2r2/3
Ä Markov”

IncGDD

Input:B, S, t , ÒІɾɉÎɊʒ ɉ,ɉB))

Output: sѸ L(B) s.t. ||s-t ||Ӗ (||S||/g)+r



MR04‴ ‗ ‼

Ã Q₀ P(S)‚   ‍

Ã n ₣ ₒ ₰ ₀ ‒ ‍

Ã ₀ ῴ ‍
Ä IncGDD
Ä cf: IncSIVP

Ã Ό   ῼ ’ ‒ ‍





ɀ

Ã GapSVPɾ
Ã ɾЂÃ‖ NP-hard

Ä [Khot 2004]

Ã ɾЂ/ ɉЏn/logn)‖ NPҙ coAM
Ä [Goldreich-Goldwasser2000]

Ã ɾЂ/ ɉЏn)‖ NPҙ coNP
Ä [Aharonov-Regev2004]

Ã ‎ ‗ ‘ ῲ ’ ⁴ ” Ὸ ?
Ã ⅝ ⌂ √ ₀ ῴ ⁴ ‗ ‘ ῲ ’ ⁴ ” Ὸ ?

Ä Norm-Embedding[Regev-Rosen2005]
Ä [Peikert2006]



ɀ a/w

Ã ”
Ä [Ajtai ȬίάɎ(OWFs?,O(n8), SIVP)
Ä [GGHȬίάɎ(CRHFs,O(n8), SIVP)
Ä [Cai-NerurkerȬίέɎ(CRHFs,O(nΩϽʀ), SIVP)
Ä [Micciancio2002](CRHFs,O~(n3), SIVP)
Ä [Micciancio-Regev2004](CRHFs,O~(n),SIVP)

Ã ’
Ä [Micciancio2002](OWFs,O~(n),Cyclic-SVP)
Ä [Lybashevsky-Micciancio2006](CRHFs,O~(n),Ideal-)
Ä [Peikert-Rosen2006](CRHFs,O~(n),Cyclic-)



ɀ a/w

Ã O~(Џn)” a/w-connection
Ä O~(n)Ό [Micciancio-Regev2004]
Ä ’ :O~(Џn)?[Peikert-Rosen2007]
Â IdealLattice⁭ ⁯ ΅ ’ ₀ –

Â ” ₐ ℮ ₈ ⌂ ‗ ’

Â (GapSVPɾ)„ ‖ ῾ ⁴

Â Ὸ (SVPɾ)₀ ΅ ― ‹ ‴   ₁ Ὸ ?



ɀ

Ã 1-bit Type
Ä [Ajtai-DworkȬίέɎ(O(n8)-uSVP, a/wῬ ⁯ )
Ä [Regev2004](O~(n1.5)-uSVP, a/wῬ ⁯ )
Ä [Regev2005]( O~(n1.5)” SVP,a/wῬ ⁯ )
Ä [Ajtai 2005]( ’ O(n1.5)-uSVP, a/w’   )

Ã Multi-bit Type
Ä [GGHȬίέɎ(CVP∂ ╒ ₰ )
Ä [NTRUȬίέɎɉ , NTRU-CVP∂ ╒ ₰ )
Ä [Cai-CusickȬίήɎ(AD +⅓ № ↨ € № ₦ )
Ä etc



ɀ

Ã ” ⁭ ΅
Ä [Ajtai 2005]
ồ O~(n2) / : =1:O(nlog n)
Ồ ’ ” ”

Ä [Regev2005]
ồ O~(n2) / : =1:O(nlog n)
ồ O~(n1.5)” SVP,SIVP” ”

Ồ Ό

Ä [Kawachi-Tanaka-Xagawa2007]
ồ : =O(logn):O(nlog n)
Ồ Ό ῼ ’ ⁴

Ã ’ (e.g.,cyclic-, ideal-) ₀ ΅ ‍



ɀ

Ã ‗ ”
Ä SVPῸ ⁮ RSA ‭ ” „ Ῥ ⁴ Ὸ ?
Â (n,p,q,e,d)” dΌ   ΅ ‗ LLL‖ ῾ ⁴

ÂdΌ   ῼ ’ ῼ ― ‾ SVPΌ ῾ ⁵ ‟ ῾ ⁴ Ὸ ?

Ä ‚ , Ὸ ⁮ ” ‭ ” „ ?

Ã CCA-secure’
Ä 1-bit ‎ ‗ ΅ ?



ɀ

Ã SVP” ‚ — ῼ ”

Ä GGH,NSS,NTRUSign
Ồ ’ CVP∂ ╒ ₰

Ồ   ⁵ ‍ ” ‖ ‾ ῲ ⃰ ∞

Ä ’
Â ⅞ № ₮ ≈ +[Rompel90,Naor-Yung89]
Ồ Ό ΅ , ῼ ’ ΅

Ã ( „ )‖ Ὼ ‴  

Ä : O~(n2) / : O~(n)/ : O~(n2)
Ä SVPO~(n)” Ὸ ⁮ ” ROM‖ ” ₀

Ä ” ‚



Ã [Ajtai ȬίάɎ
Ä Ȱ' ÅÎÅÒÁÔÉÎÇ hardinstancesof lattice ÐÒÏÂÌÅÍ Óȱ

(STOC1996)
Ã [CaiȬίίɎ
Ä Ȱ3ÏÍ Å recentprogresson the complexityof lattice
ÐÒÏÂÌÅÍ Óȱ(ECCC1999)

Ã [Micciancio-Regev2004]
Ä Ȱ7 ÏÒÓÔ-caseto average-casereductionsbasedon

GaussianÍ ÅÁÓÕÒÅÓȱ(FOCS2004)

Ã





Ᵽ


